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Introduction

Q Integrated Circuits (ICs) have
grown in size and complexity 1.
since the late 1950’s N

= Small Scale Integration (SSI) 1E+07

 Medium Scale Integration (MSI)

= Large Scale Integration (LSI)

= Very Large Scale Integration
(VLSI)

Q Moore’s Law: seale . ofilCs
doubles every 18 months

= Growing size and complexity
poses many and new testing
challenges
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Importance of Testing

Q Moore’s Law results from decreasing feature
size (dimensions)

» from 10s of um to 10s of nm for transistors and
Interconnecting wires

Q Operating frequencies have increased from
100KHz to several GHz

Q Decreasing feature size increases probability
of defects during"manufacturing process
= Asingle faulty transistor or wire results in faulty IC
= Testing required to guarantee fault-free products



Importance of Testing

Q Rule of Ten: cost to detect faulty IC increases
by an order of magnitude as we move from:

» device -» PCB — system — field operation
— Testing performed at all of these levels

Q Testing also usedduring
» Manufacturing te improve yield
— Failure mode analysis (FMA)

» Field operation to ensure fault-free system
operation

— Initiate repairs when faults are detected



Testing During VLSI Life Cycle

Q Testing typically consists of
» Applying set of test stimuli to
= Inputs of circuit under test (CUT), and

» Analyzing output responses
—If incorrect (fail), CUT assumed to be faulty
— If correct (pass), CUT assumed to be fault-free

Inputy J  Circuit Output, .| Output Eal
Input o | Under Test Output * | Response |~2ss/Fal
ne,l  (CUT) m®, Analysis




Testing During VLSI Development

Q Design verification
targets design errors [Design Specification

= Corrections made l
prior to fabrication Design «— Design Verification
Q Remaining tests }
target manufacturing Fabrication  [=—  Wafer Test
defects L
- A defect is a flaw or Packaging | Package Test
physical imperfection : 1 . .
that can lead to a Quality Assurance [«— Final Testing

fault
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Design Verification

Q Different levels of

abstraction during design Design Specification

= CAD tools used to synthesize |
design from RTL to physical Behavioral (Architecture) Level
level l

Q Simulation used at various Register-Transfer Level

level to test for |

= Design errors«in-behavioral or Logical (Gate) Level
RTL |

= Design meeting system Physical (Transistor) Level
timing requirements after
synthesis



Yield and Reject Rate

Q We expect faulty chips due to manufacturing

defects
_ yield = number of acceptable parts
- Called yleld total number of parts fabricated

Q 2 types of yieldloss
= Catastrophic — dueto random defects
= Parametric — due to process variations

Q Undesirable results during testing

= Faulty chip appears to be good (passes test)
number of faulty parts passing final test

total number of parts passing final test

= Good chip appears to be faulty (fails test)

— Due to poorly designed tests or lack of DFT
—————————————————————————————————————————————————————

— Called reiect rate reiect rate =



Electronic System Manufacturing

Q A system consists of

= PCBs that consist of
— VLSI devices PCB Fabrication }e— Bare Board Test

Q PCB fabrication similar PCBA* . ——
. . ssem < oard lest
to VLSI fabrication .
v

= Susceptible to defects | unitAssembly |s Unit Test

Q Assembly steps-also '
. System Assembly |« System Test
susceptible to defects

= Testing performed at all
stages of manufacturing




System-Level Operation

S|
1 1 1

I I I I
Q Faults occur o

to AN (%) ty
during system operatloni/

Q Exponential failure law

= Interval of normal system operation is
random number exponentially distributed

Q Reliability
= Probability that system will operate normally
until time t P> 1) =&

- Failure rate, A, is sum of individual iﬂr
component failure rates, A; e




System-Level Operation

Q Mean Time Between Failures (MTBF)

1
Q Repair time (R) also assumed to MTBF = fe At =

obey exponential distributien &
- s repair rate PR>t)=e*
Q Mean Time To Repair (MTTR) MTTR = L
a Fraction of time that system is H
operating normally called system
availability system availability =———M1BF
MTBF + MTTR

» High reliability systems have system
availabilities greater than 0.9999
— Referred to as “four 9s”



System-Level Testing

Q Testing required to ensure system availabllity

Q Types of system-leveltesting

* On-line testing — concurrent with system
operation
= Off-line testing = while system (or portion of) is
taken out of service
— Performed periodically during low-demand periods

— Used for diagnosis (identification and location) of
faulty replaceable components to improve repair time




Test Generation

Q Atest is a sequence of test patterns, called
test vectors, applied to the CUT whose
outputs are monitored andvanalyzed for the
correct response

= Exhaustive testing — applying all possible test
patterns to CUT.

» Functional testing = testing every truth table
entry for a combinational logic CUT

— Neither of these are practical for large CUTs

Q Fault coverage Is a quantitative measure of
guality of a set of test vectors



Test Generation

Q Fault coverage for a given set oftest

fault coverage = number of detected faults
vectors X total number of faults

Q 100% fault coverage‘maysbe impossible
due to undetectable faults

number of detected faults
total number of faults — number of undetectable faults

Q Reject rate =1 = yield( —faultcoverage)

A PCB with 40 chips, each with 90% fault
coverage and 90% yield, has a reject rate
of 41.9%

— Or 419,000 defective parts per million (PPM)

fault detection efficiency =



Test Generation

Q Goal: find efficient set of test vectors with
maximum fault coverage

Q Fault simulation used to determine fault
coverage

» Requires fault models to emulate behavior of
defects

Q A good fault medel:
= |s computationally efficient for simulation
= Accurately reflects behavior of defects

Q No single fault model works for all possible
defects




Fault Models

Q A given fault model has k types of faults
= k=2 for most fault models

Q A given circuit has n possible fault sites

Q Multiple fault model —circuit can/have multiple
faults (Including singlefaults

 Number of multiple fault'= (k+1)n-1

— Each fault site can have 1-of-k fault types or be fault-free
— The “-1” represents the fault-free circuit

= Impractical for.anything but very small circuits
Q Single fault model — circuit has only 1 fault
 Number of single faults = kxn

= Good single fault coverage generally implies good
multiple fault coverage



Fault Models

Q Equivalentfaults

* One or more single faults that have identical
behavior for all possible input patterns

» Only one fault from a set of equivalent faults
needs to be simulated

Q Faultcollapsing

* Removing equivalent faults
— Except for one to be simulated

= Reduces total number of faults
— Reduces fault simulation time
— Reduces test pattern generation time
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Truth table for fault-free behavior

i and behavior of all possible stuck-at faults

Q Any Ilne can be X,X,X; | 000 ] 001 [ 010 [ 011 | 100 | 101 | 110 | 111
- Stuck-at-0 (SA0) T
aSAO| 0 | L ] O] O]O ]| 1T [O]oO

» Stuck-at-1 (SA]_) aSAll.0 | 1 P2 2o |t]1]a1
bsaol o[ 2ol 2alo|l1]0o]1

# fault types: k=2 vsail o Pol oo il =1 1 1

: " csaol 0 o olofofo]1]1

Q Example CIrCult; cSALf T 1t ool 1|11
. dsaol ol 2 oflo|lo] 100

- H faUIt sites: n=9 dsatl o[ 2 oo 2] 1] 1] 1

: esa0| o [ 1 o] ol 1]1]1

= # single faults =2x9=18 [sato oo 1o o o T 1
fsaolo ol o|ofloflo] 1|1

y. fsatlo | 1o 2o 1]1]1
1 N q } esa0l o[ 2 olo] o1 o]0
X2 g gsatf e | 1 a1 1]1]1
i hsaolo ool olo[o]1]1

Y Thsar ol 1 oy 1 [ 1| 1

e f h isapol ol 0| o0o|O0O]|]O0O}O]| O] O

X3 ¢ {>° } isatl 2| 121 1]|1]1




Truth table for fault-free behavior

Q Va.“d teSt VeCtO 'S and behavior of all possible stuck-at faults

. . . X, X,X; | 000 | 001 | 010 |{ 011 | 100 | 101 | 110 | 111
* Faulty circuit differs R R R
from good circuit aSA0| 0 |1 |00 [0 [1 o]0
a SA1| O 1 1 1 0 1 1 1
= Necessary vectors: bSaof [ 4| o U o [r JRON
b SAT| O 0 0 0 1 1 1 1
011 detects f SAL, e SAO [Tsaot o To o o1 o Fol 2
B
100 detects d SA1 cSAUVPL] 1 )00 Bl 1 )11
d SAO] O 1 0 0 0 1 0 0
— Detect total of 10faults [dsaifo [ 1 [oJo AT 1]1[1
SA0] O 1 0 1 0 1 1 1
—001 and 110 detect TV e e B e e
remaining 8 faults fsaol o [o oo o o111
x, 4 f SA1| O 1 0 1 0 1 1 1
Y b d D— gSAO| 0] 1[0 ] 001 oo
X2 g gsatfa |1 e a2 1]1]1
1 hsaol o f O | OO |00 1]1
y h SA1| 1 1 1 1 1 1 1 1
e f h isnol ofo0of|(of|o0f|O0f0|O]|O
X3 ¢ {>O } 1SA1 | 1 1 1 1 1 1 1 1




Stuck-at Faults |
Q 4 SetS Of eqU|Va|ent and Jéﬁg\l/it(??lﬁ t'fllr :)?)uslggleeesttjjgli\gto;aults

X, X,X3 ] 000 | 001 | 010 [ 011 ] 100 | 101 | 110 | 111

faU|tS y 0l 1 ]0lO0 O] 1] 1] 1
— SAOl 0 | L O] O] o |1 0O]o0

Q # collapsed faults = e e e e e e B
_ bsaolo | 1o 2]o1 o] 1
2x(PO+FO)+G| N| bsall o PO 0o lo o] 1] 11
— ' saol o ol o olo o] 1|1

= Po= # primary outputs e e e

» Fo= # fanout stems asaojol11 0010 1 PO
 G,= # gate inputs esa0l o [ 1 o[ o 111
esall o FO0l o] oo o] 1|1

 Nj=# Inverters fsaoJ o [o]JoJofJoJo1]1

y. fsall o | 1o [ 2 lo|1]|1]1
1 X d } gsaolo |1 {o|lofo]|1f0]o0O
X3 g gsatf e | 1222 1]1]1
1 hsaol ol 0| 0o | 0| O] O] 1 1

Y hsa o] L P & |1 |1

e f h isasolo |l o | o0o|O0|O0O] 0| O] O

X3 ¢ {>° } isat | s ] 1] 1] 1




Stuck-at Faults

Q # collapsed faults =2x(Po+F5)+G,-N,
* Po=number of primary outputs
* Fo= number of fanout stems

» G,= total number of gate inputs
for all gates including inverters

* N,=total number of inverters
Q For example_cireuit, # collapsed faults =10
* Po=1,Fo=1,G=7,and N=1

Q Fault collapsing typically reduces number of
stuck-at faults by 50% - 60%



Transistor Faults

. 2-1 t
Q Any transistor can be CMOS )
NOR
= Stuck-short gate

— Also known as stuck-short
= Stuck-open

Truth table for fault-free circuit

— Also known as Stuck-open and all possible transistor faults

AB 00 | 01 | 10 |11

# fault types: k=2 7 1 0 0 |0

. . N, stuck-open | 1 0 |lastZ| O

Q Example CerUIt N, stuck-short | Ippg | 0 0 [0
- . N, stuck-open | 1 |lastZ| 0 | O

- # faUIt sites: n=4 N, stuck-short | Ippg [ 0 0 [0
. H S|ng|e faults :2)(4:8 P, stuck-open |lastZ| 0 0 |0
P, stuck-short | 1 0 |lbpg| 0

P, stuck-open |lastZ| 0 0 [0

P, stuck-short [ 1 [lppg| O | O




Transistor Faults
Q Stuck-short faults cause 2-input

CMOS

conducting path from Vpp  nor
tO VSS oate

= Can be detect by monitoering
steady-state power supply

Truth table for fault-free circuit

current IDDQ and all possible transistor faults

AB 00 | Ol 10 |11

Q Stuck-open faults,cause Z T [0 [ 00
N, stuck-open | 1 0 |lastZ| O

output node to.stare last N stuckshort oo 0T 010
VOItage Ievel N, stuck-open | 1 |lastZ| 0 | O
. N, stuck-short | Ippg [ 0 0 [0

= Requires sequence of 2 P, stuck-open [astZ| 0 | 0 | 0
vectors for detection Pystuckeshort | 1 | 0 |ono | 0

P, stuck-open |lastZ| 0 0 [0

— 00—10 detects N; stuck-open [, smekshort | T [Tong| 0 |0




Transistor Faults

Q # collapsed faults = 2xT -Tg+Gg-Tp+Gp
T = number of transistors

T<s= number of series transistors

Gs= number of groups of series transistors
Tp= number of parallel transistors

» Gp= number of groups of parallel transistors

Q For example circuit, # collapsed faults =6
» T=4,Tg=2,Gs=1,Tp=2,& Gp=1

Q Fault collapsing typically reduces number
of transistor faults by 25% to 35%




Shorts and Opens

Q Wires canbe
= Open

— Opens in wires interconnecting transistors to form
gates behave like transistor stuck-open faults

— Opens in wires interconnecting gates to form
circuit behavelike stuck-at faults

— Opens are detected by vectors detecting transistor
and stuck-at faults

= Short to an adjacent wire
— Also known as a bridging fault



Bridging Faults

Q Three different models

= Wired-AND/OR
= Dominant
= Dominant-AND/OR

As

Ap

source
Bs

destination
Bp

bridging fault
Ag Ap As Ap

L
=no =Dl

. Wired-AND Wired-OR
Q Detectable by Ippg testing Ag Ap  Ag Ap
23 ES O 0|0 1)1 0@l 1 By I Bb Bs | B
D D 0 0j0 T4 101 1 A dominates B B dominates A
Wired-AND 0 O 0|1 1] Ag Ap  Ag Ap
WiredOR |0 0 T 1] " &
A dominates B 0 O 1 1 Bir_)_ Bp Bg Bp
B dominatesA |0 0 I 1| Adominant-ANDB A dominant-OR B
A dominant-AND B[O 0] 0 I 1] Ag Ap  Ag Ap
B dominant-AND A[0 0] 0 1 1 1 L
A dominant-ORB [0 0|0 1|1 1 1] B l_:)_ B, By B,
B dominant-ORA [0 0 - 11 0]l 1| Bgominant-ANDA B dominant-OR A




Delay Faults and Crosstalk

Q Path-delay fault model considers
cumulative propagation delay through CU

= 2 test vectors create transition along path
= Faulty circuit has excessive delay

Q Delays and glitches ean be caused by
crosstalk between Interconnect

» due to inductance and capacitive coupling
0 0 xq
01 x, —|_. D_ e
t=0 o @ﬂy
V, Vg -
2 @0 t=2
1 1 xq 3




Pattern Sensitivity and Coupling Faults

Q Common in high density RAMs

Q Pattern sensitivity fault

= Contents of memory cell is affected by
contents of neighboring. cells

Q Couplingfault

= Transition in contents of one memory cell
causes change in contents of another cell



Pattern Sensitivity and Coupling Faults

Q@ Common in memory cells of high density RAMSs

Q Pattern sensitivity fault

= Contents of cell affected by contents of neighboring
cells

Q Coupling fault
= Transition in one cell causes change in another cell

Q Detected with specific memory test algorithms

= Background Data Sequence (BDS) used for word-
oriented memaories

Notation: Test Algorithm March Test Sequence

w0 = write 0 (or all 0's) March LR T(w0); | (r0, wl); 1 (rl, wo, 10, 10, w1);

rl1 =read 1 (or all 1's) w/o BDS 1 (r], w0); 1 (10, wl, rl, 1, wO0); 1 (r0)

t = address up March LR $(w00); | (r00, wil); 1 (r11, w00, r00, r00, wll);
+ = address down with BDS i t (r11, w00); 1 (r00, wil, r11,r11, w00);

{ = address either way t (r00, w01, w10, r10); 1 (r10, w01, r01); 1 (r01)
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Levels of Abstraction

Q High levels have few implementation details
needed for effective test generation

= Fault models based on gate & physical levels

Q Example: two circuits‘for. same specification
» Ckt B test vectors do not detect 4 faults in Ckt A

1
_ S a__o S8
f(a,b,c)=%,(1,7)+d(3) = abc + abc + Xabc b—¢ =
aby g0 11110 _ ¢ SA1 ¢
c f = abc +abc —>O—*_ -
o 1T X SAL Circuit A
Circuit A = Test Vectors SAL
1 1T (111,110,101,011,010,000} >OX
abpoo11110 3
C - . .
TTx) f=ab +hbC b :>_ Circuit B
Circuit B — _il i Test Vectors ‘ :D—f
L (111,101,010,000} |
C _)_




Overview of VLSI Test Technology

Q Automatic Test Equipment (ATE)
consists of

 Computer — for central control and flexible
test & measurement for different products

» Pin electronics & fixtures — to apply test
patterns to pins & sample responses

= Test program-— controls timing of test
patterns & compares response to known
good responses



Overview of VLS| Test Technology

Q Automatic Test Pattern Generation (ATPG)

= Algorithms generating sequence of test vectors
for a given circuit based. on specific fault
models

Q Faultsimulation

 Emulates fault models in CUT and applies test
vectors to determine fault coverage

= Simulation time (significant due to large number
of faults to emulate) can be reduced by

— Parallel, deductive, and concurrent fault simulation



Overview of VLSI Test Technology

Q Design for Testability (DFT)
= Generally incorporated in design

» Goal: improve controllability and/or
observability of internal nodes of a chip
or PCB

Q Three basicapproaches
= Ad-hoctechniques

= Scan design
— Boundary Scan

» Built-In Self-Test (BIST)



Design of Testability

Q Ad-hoc DFT techniques

= Add internal test points (usually multiplexers) for
— Controllability
— Observability

» Added on a case-by-case basis
— Primarily targets “hard to test” portions of chip

Normal system
data
Test data input

Test mode select

Internal
node to be
controlled

controllability test point

Normal system
data

Internal node to
be observed | .

Test mode select

Primary
output

observability test point



Design for Testabllity

Q Scandesign

= Transforms flip-flops of
chip into a shift register

= Scan mode facilitates
— Shifting in test vectors
— Shifting out responses

Q Good CAD teolsupport

= Transforming flip-flops to
shift register

= ATPG

Primary . Primary
Tnouts nputs Combinational —'Outputs
Logic
FFs [¢

ik

FF
>

Clk

D | Qi

Scan

Primary
Tnputs |

Combinational
Logic

B Q;
FF
QI 1 —P

Clk

Mode @

Primary

Outputs

Scan

Scan Data In

Data
Out

FFs [




Design for Testabllity

Q Boundary Scan — scan design appliedto
/O buffers of chip

» Used for testing interconnect on PCB
— Provides access to internal DFT capabillities

» |EEE standard 4-wire Test Access Port (TAP)

TAPpin| 1/0 Function
TCK input Test clock

tri-state control | Control
Y

from IC BS Cell
________ scanut, M L2 TMS | input_|Test Mode Select

Input ] Output BS Cell | TDI input Test Data In

: T_ | TDO | output | Test Data Out

| 0
Scan | | capture L update l i
In : ~ FF FF |
Shift L————-‘—________ o _____

Capture Update 'nPutdata | Input

to IC BS Cell




Design for Testability

Q Built-In Self-Test (BIST)

» Incorporates test pattern generator (TPG)
and output response analyzer (ORA)
Internal to design

— Chip can test itself

= Can be used at all levels of testing
— Device - PCB — system — field operation

Primary Inputs -
0 Circuit Primary Outputs
Under >
TPG " 1 Test I

| Pass
BIST Mode ORA —a




Concluding Remarks

QMany new testing challenges
presented by

» Increasing size and .complexity
of VLSI devices

» Decreasing feature size
QLow power VLSI testing
Qlemperature aware testing
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Introduction

D History

« During early years, design and test were separate

— The final quality of the test was determined by keeping track of
the number of defective parts shipped to the customer

— Defective parts per million (PPM) shipped was a final test
score.

— This approach worked well for small-scale integrated circuit

e During 1980s, fault simulation was used
— Failed to improve the circuit’s fault coverage beyond 80%

* Increased test cost and decreased test quality
lead to DFT engineering



Introduction

D History

 Various testability measures & ad hoc testability
enhancement methods
— To improve the testability of a design
— To ease sequential ATPG (automatic test pattern generation)
— Still quite difficult to reach more than 90% fault coverage

e Structured DFT

— To conquer the difficulties in controlling and observing the
internal states of sequential circuits

— Scan design is the most popular structured DFT approach
» Design for testability (DFT) has migration recently

— From gate level to register-transfer level (RTL)



Testability Analysis

D Testabillity:
« Arelative measure of the effort or cost of testing a logic
circuit
D Testability Analysis:
« The process of assessing the testability of a logic circuit
D Testability Analysis Techniques:

» Topology-based Testability Analysis
— SCOAP - Sandia Controllability/Observability Analysis Program
— Probability-based testability analysis

« Simulation-based Testability Analysis



Testability Analysis

D Controllability

* Reflects the difficulty of setting a signal line to a
required logic value from primary inputs

D Observabillity

» Reflects the difficulty of propagating the logic
value of the signal line to primary outputs



Probability-Based Testability Analysis

D Used to analyze the randam testability of

the circuit

o CO(s): probability-based 0-controllability of s
o CI1(s): probability-based 1-controllability of s
o O(s): probability-based observability of s

D Range between 0‘and 1
D CO(s) + C1(s).=1



Probability-based controllability

mlwmui@aslity 1-controllability
(Primary input, output, branch) (Primary input, output, branch)
Primary Input Po p,=1-p,
AND 1 — (output 1-controllability) IT (input 1-controllabilities)
OR IT (input 0-controllabilities) 1 — (output O-controllability)
NOT Input 1-controllability Input O-controllability
NAND IT (input 1-controllabilities) 1 — (output O-controllability)
NOR 1 — (output 1-controllability) IT (input O-controllabilities)
BUFFER Input 0-controllability Input 1-controllability
XOR 1 — 1-controllabilty > (Cl(a) X CO(b), CO(a) X C1(b))
XNOR 1 — I-controllability > (CO(a) X CO(b), Cl(a) X Cl1(b))
Branch Stem 0-controllability Stem 1-controllability




Probability-based observability
—calculation rules

Observability
(Primary output, input, stem)

Primary Output |
AND /NAND IT (output observability, 1-controllabilities of other inputs)
OR /NOR IT (output observability, 0-controllabilities of other inputs)
NOT /BUFFER Output observability

XOR / XNOR a: IT (output observability, max {0-controllability of b, 1-controllability of b})
b: IT (output observability, max {0-controllability of @, 1-controllability of a})

Stem max {branch observabilities}

a, b: inputs of an XOR or XNOR gate



Design for Testability Basics

D Ad hoc DFT
» Effects are local and not systematic
* Not methodical
e Difficult to predict

D A structured DETF
» Easily incorporated and budgeted
 Yield the desired results
e Easy to automate



Ad Hoc Approach

D Typical ad hoc DFT techniques
* Insert test points

* Avoid asynchronous set/reset for storage
elements

* Avoid combinational feedback loops

* Avoid redundant logic

« Avoid asynchronous logic

 Partition a large circuit into small blocks




Ad Hoc Approach — Test Point Insertion

Logic circuit

Low-observability node A

Low-observability node B

, >

Low-observability node C
i

>

1 —SI SO

dP3

0
SI:D;DQSO

DI
SISO
SE

AN

:

CK

il

Observation shift register

Observation point insertion

OP_output

shows the
structure of an
observation,
which 1s
composed of a
multiplexer
(MUX) and aD
flip-flop.




Ad Hoc Approach — Test Point Insertion

Logic circuit

Source

Low-controllability nodeA>

Low-controllability node B

OV A

Destination

CTow-gontrollabilityimode C

DI IO\IDO

Sl

SISO

CP,
DI
DO
CP_input S1 SO
™
2\
™
CK

Control shift register

Control point insertion

A 1s inserted
between the source
and destination ends.
During normal
operation, ,
such that the value
from the source end
drives the destination
end through the

of the MUX.

During test,
such that the value
from the D flip-flop
drives the destination
end through the

of the MUX.



