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Specific Instructional Objectives

At the end of this lesson the student would be able to:

e State what is meant by ISO 9000 certification.

e I|dentify the different industries to which the different types of ISO 9000
quality standards can be applied.

o Differentiate between the characteristics of software products and other
type of products that make managing a software development effort
difficult.

e |dentify the reasons why obtaining 1ISO 9000 certification is beneficial to a
software development organization.

e Explain the main requirements that a software development organization
must satisfy for getting 1ISO 9001 certification.

e |dentify the salient features of ISO 9001 certification.

e |dentify the shortcomings of ISO 9000 certification.

ISO 9000 certification

ISO (International Standards Organization) is a consortium of 63 countries
established to formulate and foster standardization. ISO published its 9000 series
of standards in 1987. ISO certification serves as a reference for contract between
independent parties. The ISO 9000 standard specifies the guidelines for
maintaining a quality system. We have already seen that the quality system of an
organization applies to all activities related to its product or service. The ISO
standard mainly addresses operational aspects and organizational aspects such
as responsibilities, reporting, etc. In a nutshell, ISO 9000 specifies a set of
guidelines for repeatable and high quality product development. It is important to
realize that ISO 9000 standard is a set of guidelines for the production process
and is not directly concerned about the product itself.

Types of ISO 9000 quality standards

ISO 9000 is a series of three standards: ISO 9001, ISO 9002, and ISO 9003. The
ISO 9000 series of standards is based on the premise that if a proper process is
followed for production, then good quality products are bound to follow
automatically. The types of industries to which the different ISO standards apply
are as follows.

ISO 9001 applies to the organizations engaged in design, development,
production, and servicing of goods. This is the standard that is applicable to most
software development organizations.

ISO 9002 applies to those organizations which do not design products but
are only involved in production. Examples of these category industries include
steel and car manufacturing industries that buy the product and plant designs
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from external sources and are involved in only manufacturing those products.
Therefore, ISO 9002 is not applicable to software development organizations.

ISO 9003 applies to organizations that are involved only in installation and
testing of the products.

Software products vs. other products

There are mainly two differences between software products and any other type
of products.

e Software is intangible in nature and therefore difficult to control. It is
very difficult to control and manage anything that is not seen. In
contrast, any other industries such as car manufacturing industries
where one can see a product being developed through various stages
such as fitting engine, fitting doors, etc. Therefore, it is easy to
accurately determine how much work has been completed and to
estimate how much more time will it take.

e During software development, the only raw material consumed is data.
In contrast, large quantities of raw materials are consumed during the
development of any other product.

Need for obtaining 1ISO 9000 certification

There is a mad scramble among software development organizations for
obtaining ISO certification due to the benefits it offers. Some benefits that can be
acquired to organizations by obtaining 1ISO certification are as follows:

e Confidence of customers in an organization increases when
organization qualifies for ISO certification. This is especially true in the
international market. In fact, many organizations awarding international
software development contracts insist that the development
organization have 1SO 9000 certification. For this reason, it is vital for
software organizations involved in software export to obtain 1ISO 9000
certification.

e |SO 9000 requires a well-documented software production process to
be in place. A well-documented software production process
contributes to repeatable and higher quality of the developed software.

e |SO 9000 makes the development process focused, efficient, and cost-
effective.

e |SO 9000 certification points out the weak points of an organization
and recommends remedial action.

e SO 9000 sets the basic framework for the development of an optimal
process and Total Quality Management (TQM).
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Summary of ISO 9001 certification

A summary of the main requirements of ISO 9001 as they relate of software
development is as follows. Section numbers in brackets correspond to those in
the standard itself:

Management Responsibility (4.1)

The management must have an effective quality policy.

The responsibility and authority of all those whose work affects quality
must be defined and documented.

A management representative, independent of the development
process, must be responsible for the quality system. This requirement
probably has been put down so that the person responsible for the
guality system can work in an unbiased manner.

The effectiveness of the quality system must be periodically reviewed
by audits.

Quality System (4.2)

A quality system must be maintained and documented.

Contract Reviews (4.3)

Before entering into a contract, an organization must review the contract
to ensure that it is understood, and that the organization has the
necessary capability for carrying out its obligations.

Design Control (4.4)

The design process must be properly controlled, this includes
controlling coding also. This requirement means that a good
configuration control system must be in place.

Design inputs must be verified as adequate.

Design must be verified.

Design output must be of required quality.

Design changes must be controlled.

Document Control (4.5)

There must be proper procedures for document approval, issue and
removal.

Document changes must be controlled. Thus, use of some
configuration management tools is necessary.

Purchasing (4.6)
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Purchasing material, including bought-in software must be checked for
conforming to requirements.

Purchaser Supplied Product (4.7)

Material supplied by a purchaser, for example, client-provided software
must be properly managed and checked.

Product Identification (4.8)

The product must be identifiable at all stages of the process. In software
terms this means configuration management.

Process Control (4.9)

e The development must be properly managed.
e Quality requirement must be identified in a quality plan.

Inspection and Testing (4.10)

In software terms this requires effective testing i.e., unit testing, integration
testing and system testing. Test records must be maintained.

Inspection, Measuring and Test Equipment (4.11)

If integration, measuring, and test equipments are used, they must be
properly maintained and calibrated.

Inspection and Test Status (4.12)

The status of an item must be identified. In software terms this implies
configuration management and release control.

Control of Nonconforming Product (4.13)

In software terms, this means keeping untested or faulty software out of
the released product, or other places whether it might cause damage.

Corrective Action (4.14)

This requirement is both about correcting errors when found, and also
investigating why the errors occurred and improving the process to
prevent occurrences. If an error occurs despite the quality system, the
system needs improvement.
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Handling, (4.15)

This clause deals with the storage, packing, and delivery of the software
product.

Quality records (4.16)

Recording the steps taken to control the quality of the process is essential
in order to be able to confirm that they have actually taken place.

Quality Audits (4.17)

Audits of the quality system must be carried out to ensure that it is
effective.

Training (4.18)

Training needs must be identified and met.

Salient features of ISO 9001 certification

The salient features of ISO 9001 are as follows:
e All documents concerned with the development of a software product
should be properly managed, authorized, and controlled. This requires a
configuration management system to be in place.

e Proper plans should be prepared and then progress against these plans
should be monitored.

e Important documents should be independently checked and reviewed for
effectiveness and correctness.

e The product should be tested against specification.

e Several organizational aspects should be addressed e.g., management
reporting of the quality team.

Shortcomings of ISO 9000 certification

Even though ISO 9000 aims at setting up an effective quality system in an
organization, it suffers from several shortcomings. Some of these shortcomings
of the ISO 9000 certification process are the following:
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ISO 9000 requires a software production process to be adhered to but
does not guarantee the process to be of high quality. It also does not give
any guideline for defining an appropriate process.

ISO 9000 certification process is not fool-proof and no international
accreditation agency exists. Therefore it is likely that variations in the
norms of awarding certificates can exist among the different accreditation
agencies and also among the registrars.

Organizations getting 1SO 9000 certification often tend to downplay
domain expertise. These organizations start to believe that since a good
process is in place, any engineer is as effective as any other engineer in
doing any particular activity relating to software development. However,
many areas of software development are so specialized that special
expertise and experience in these areas (domain expertise) is required. In
manufacturing industry there is a clear link between process quality and
product quality. Once a process is calibrated, it can be run again and
again producing quality goods. In contrast, software development is a
creative process and individual skills and experience are important.

ISO 9000 does not automatically lead to continuous process improvement,
i.e. does not automatically lead to TQM.
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